Code Signing Support Document

What is Mobile Code?

Mobile code is a powerful software tool that enhances cross-platform capabilities, sharing of resources, and web-based solutions.  Its use is widespread and increasing in both commercial and government applications.  In DoD, mobile code is employed in systems supporting functional areas ranging from acquisition to intelligence to transportation.  Mobile code, unfortunately, has the potential to severely degrade DoD operations if improperly used or controlled.

In an effort to protect DoD systems from the threat of malicious or improper use of mobile code, we must assess and control the risks imposed by the technology.

Mobile Code Technology Risk Categories and Use Restrictions:

The following categorizes and defines mobile code technologies used within DoD based on risk, and restrict their application based on their potential to cause damage if used maliciously.

During the transition period, all DoD Components are directed to follow the policy guidance as closely as possible.  In those instances where the policy cannot be followed because of unacceptable documented consequences to mission, the Component Head (including OSD Principal Staff Assistants) responsible for the system or application in question shall ensure that the DoD CIO is informed of the use of the non-conforming mobile code, along with an assessment of associated risk and know mitigation measures.  The DoD CIO will in turn ensure that this information is provided to all affected DoD Components.

Category 1.

Category 1 mobile code technologies exhibit a broad functionally, allowing unmediated access to workstation, host and remote system services and resources.  They have known security vulnerabilities with few or no countermeasures once they begin executing.  Category 1 mobile code technologies can post a severe threat to DoD operations.  When Category 1 mobile code is signed and obtained from a trusted source, the risk is reduced.  The following technologies are designated Category 1:

· ActiveX Windows Scripting Host, when used to execute mobile code

· Unix Shell Scripts, when used as mobile code

· DOS Batch Scripts, when used as mobile code

Category 2.

Category 2 mobile code technologies have full functionality, allowing mediated or controlled access to workstation, host, and remote system services and resources.  They may have known security vulnerabilities but also have known fine-grained, periodic, or continuous countermeasures or safeguards. Category 2 mobile code technologies can pose a moderate threat to DoD information systems.  The following technologies are designated as Category 2:

· Java applets and other Java mobile code

· Visual Basic for Applications (VBA)

· Lotus Script

· PerfectScript

· Postscript

Category 3.

Category 3 mobile code technologies support limited functionality, with no capability for unmediated access to workstation, host, and remote system services and resources.  They may have a history of known vulnerabilities, but also support fine-grained, periodic, or continuous security safeguards.  Category 3 mobile code technologies pose a limited risk to DoD systems.  The following technologies are designated as Category 3:

· Javascript (include Jscript and ECMAScript variants)

· VBScript

· Portable Document Format (PDF)

· Shockwave/Flash

Exclusions:

The following will provide Technical and Application Exclusions, which are identified as outside the scope of the DoD mobile code policy.

Technology Exclusions:

· XML
· SMIL
· Quicktime
· VRML (exclusive of any associated Java applets or JavaScript scripts.  Applets or scripts associated with VRML worlds are subject to policy).
Application Exclusions:

· Scripts and applets embedded in or linked to web pages and executed in the context of the web server.  Examples include: Java servlets, Java Server Pages, CGI, Active Server Pages, CFML, PHP, SSI, server-side JavaScript, and server-side Lotus Script

· Local programs and command scripts.  Examples include: binary executables, shell scripts, batch scripts, Windows Scripting Host (WSH), and Perl scripts

· Distributed object-oriented programming systems.  Examples include: CORBA and DCOM

· Software patches, updates to include self-extracting updates or software updates that must be invoked explicitly by the user.  Examples include: Netscape Smart Update, Microsoft Windows Update, Netscape web browser plug-ins, and Linux

Code Signing Procedures:

Requestor:

· Complete Section 1 of the Code Signing Request Form in it’s entirety (provided below)

· Request form is a Word Document and once completed should be placed on the CD.   This form should be editable.

· Provide files requiring signature

· Whenever possible the files should be submitted on a CD.  The application files should be READ only and should represent the overall directory/file structure as needed for the supporting application.  To expedite the process the CD should only contain the files requiring signature.  As an example, if your application install package includes Internet Explorer it is not necessary to provide such files.

Code Signer:

· Upon receipt of the CD provided by the Requestor, the Code Signer will fill in the Request Received Date and provide a copy to the Requestor for their records

· Provide the Signed files

· Whenever possible the files will be returned on a CD.  The CD will be set to READ only.  The signed files will appear in the same directory/file structure as the CD provided by the Requestor.

· Upon completion, the Code Signer will fill in the Request Completion Date and provide a copy of the completed form on the CD.

Supporting documentation may be read in it’s entirety:

https://www.infosec.navy.mil/PKI/mobile_code_memorandum.htm
Code Signer Contact Information:

Linda  Ladieu

6490 Saufley Field Road

Building 839

Pensacola, Fl 32509-5235

Email: 
linda.ladieu@cnet.navy.mil
Phone: DSN 922-1001 or Commercial (850) 452-1001 Ext. 1283
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